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Introduction: About You, Us, and This Build

About You

You’re a systems administrator or database administrator who wants to protect your production
SQL Server. However, you don’t have a separate data center or another colo site.

You're looking for instructions on:

How to copy your SQL Server databases to Google Cloud Storage

How to spin up a SQL Server VM in Google Compute Engine to test your backups
How to use our free scripts to restore your backups to the most recent point in time
How to test the backups to make sure they’re corruption-free

Your goal here is a very, very inexpensive disaster recovery option. It won’t be a hot standby
ready to automatically fail over - there’s going to be manual labor involved - but at least you
won'’t be starting from scratch.

About Us

I’'m your tour guide, Tara Kizer, and I'll be assisted by Brent Ozar, who will be your technical
reviewer for this white paper.

We’re from Brent Ozar Unlimited®, a small boutique consulting firm that makes SQL Server
faster and more reliable. You can find more of our work at https://www.BrentOzar.com.

About What We'll Build Together
We like to call this Log Shipping 2.0.

With conventional database transaction log shipping, every time the primary SQL Server takes a
log backup, another SQL Server notices the newly created backup file and restores it. This way,
you’ve always got a ready-to-go standby SQL Server.

Thing is, that costs money.

We’re going to take the cloud approach. We’re going to still take log backups every X minutes
(with X being a number we’ll discuss), then sync those files up to the cloud. Then, when disaster
strikes (or you want to just test your backups), we’ll spin up a SQL Server in the cloud, restore
those backups, and make sure our databases are free from corruption.
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Believe it or not, the hardest thing about what we’re about to build is just syncing the backup
files up into the cloud. There’s a lot of gotchas to think about:
These files may not be small (especially your full backups)
The files may not be stored on your SQL Server (like you might be writing your backups
to a file share or UNC path)
Your Internet bandwidth may be limited
We’re going to rely on command-line tools for the syncing

As long as you understand the concepts, you could totally build this same solution with any
chosen file-sync tool.

Assumptions:
e We've already got a production SQL Server up and running.
e We’re writing our backups locally to the D: drive. (This isn’'t a best practice - we'd rather
write our backups to a network share, but we're going to keep this white paper simple.)
e We're using Windows Server 2016 and SQL Server 2016 for this project, but almost
everything we’ll show should work highly similarly on previous versions. (Test first,
obviously - you don’t wanna be learning this stuff when disaster strikes.)

About the Licensing

High availability and disaster recovery licensing gets really tricky for SQL Server, especially
when you’re spanning between on-premises servers and cloud servers.

Before SQL Server 2012, you basically got one free standby SQL Server for every active
primary server that you licensed. This meant that you could leave that standby up and running,
constantly restoring your transaction log backups, at a low cost.

Unfortunately, starting with SQL Server 2012, you need to be licensed with Software Assurance
in order to get the “free” standby server. Software Assurance is the ongoing maintenance fee for
SQL Server that gets you free upgrades, plus a few other benefits (like virtualization mobility
and this passive standby thing.)

To learn more about SQL Server licensing, start here:
e SQL Server Licensing Simplified Into 7 Rules
e How to Ask a SQL Server Licensing Question

Having said that, in Google Compute Engine, there are two ways to license your SQL Server.
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With pay-per-use licensing, your GCE VM hourly cost includes licensing. Google manages the
licensing logistics with Microsoft. Your hourly costs are higher, but you have total flexibility to
ramp your costs up and down whenever you want.

With bring-your-own-licensing (BYOL), your GCE VM costs are lower because the licensing
isn’t included. You'll need to purchase your own SQL Server licensing from Microsoft (like using
your passive-standby benefit from Software Assurance), which means paying up front, and you
don’t have much flexibility here. However, for companies with very stable usage needs, or with
free/discounted licensing through Microsoft licensing agreements, this can end up cheaper. If
you’re installing Developer Edition, or if you’re very confident in your Software Assurance
benefits, use this approach.

With this particular project, we're going to minimize licensing by only spinning a server up every

now and then to test our backups. To play it on the safe side, consider pay-per-use licensing
here.
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Creating a Storage Bucket to Hold Our Backups

Create a storage bucket in GCE by clicking on Cloud Storage under Resources in the GCE
dashboard. This is like a file share in the cloud.

Resources

E'E Compute Engine

A instances

Cloud Storage

3 buckets

Click CREATE BUCKET, give it a name, select the storage class and regional location. Then
click Create.
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To pick a regional location, think about what you’re protecting.

If you’re protecting an on-premises server, then GCE is probably your disaster recovery failover
site. Consider picking a region close enough to your server rack, but far enough away that
you’re not worried about a single disaster knocking out both your servers and GCE.

If you’re protecting a server hosted in the cloud, then don’t pick the same region where your
primary SQL Server lives. After all, we're aiming for disaster recovery here: we want this file
share to be available in the unthinkable, impossible, completely never-gonna-happen event*

that an entire GCE region goes dark.

* This could totally happen.
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Copying SQL Server Backups to the Cloud

We will use gsutil to access Google Cloud Storage. gsutil comes with the Google Cloud SDK. If
your primary server is in GCE, you already have it installed, so skip to the next section if that’s
the case.

You need to install the Google Cloud SDK on the machine that hosts your SQL Server’s backup
files. In this white paper’s first example, we’re doing our backups to the D: drive right on the
SQL Server itself. However, if you’re backing up to a network share (which is awesome!) like our
second example, then you’ll want to install the SDK on the file server itself so that it can manage
the file synchronization process without bothering SQL Server.

If you're just doing this for the first time, do it on your desktop with a local development SQL

Server instance. (Don't go installing stuff on your primary file server without knowing how it
works first.)

Shipping Backups from SQL Server

This section covers how to ship the backup files from the SQL Server to the cloud, but also use
this section for how to install and configure the Google Cloud SDK if you are shipping the
backup files from a backup share server to the cloud.

Downloading and Installing the Google Cloud SDK

Download Google Cloud SDK from here and then launch the installer on the primary server.

Click Next.
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Welcome to Google Cloud SDK
Setup

This wizard will guide you through the installation of the
Google Cloud SDE.,

Google Cloud SDK contains tools and libraries that will enable
you to easily create and manage resources on Google Cloud
Platform.

Google
Cloud Platform

n Help make Google Cloud S0OK, better by automatically
sending anonymous usage statistics to Google

Your pivacy is important to us. Click here to leam mare.

Next> | | Cancel

Click I Agree after you have pretendedto read through the agreement.
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) Google Cloud Platform

Press Page Down to see the rest of the agreement.,

e Google Cloud SOK and its source code are licensed under Apache
License w, 2.0 {the License™), unless otherwise spedified by an alternate
license file.

You may obtain a copy of the License at

http: ffwww, apache.orglicenses | ICEMSE-2.0

Mote that if vou use the Cloud SDE with any Google Cloud Platform products,
your use is additionally going to be governed by the license agreement or
terms que_rm'c!E, as applicable, uf_the L_Jndgdying Google Clu_ud F:Iatﬁarm

If you accept the terms of the agreement, didk I Agree to continue. You must accept the
agreement to install Google Cloud SDE.

<Back | IAgree | | Cancel

Select All users and then click Next.
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) Google Cloud Platform

Flease select install type:

() Single User (tara)

(®) all users

If Windows asks you to authorize to make changes, click Yes.

p%7 Do youwantto a llow the following program to make
: changes to this computer?

o Program name:  GoogleCloudSDEInstaller.exe
Verified publisher: Google Inc
File origin: Hard drive on this computer

() Show details

Change when these notifications appear

Change the path if desired and then click Next.
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) Google Cloud Platform

Setup will install Google Cloud SDK in the following folder. To install in a different folder, dick
Browse and select another folder. Clid: Next to continue.

Destination Folder

C: \Program Files (x85)\Google\Cloud SOK

Space reguired: 8%,0MB
Space available: 72.0GE

If you’ve already installed Python, you can unselect it. Click Install.
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) Google Cloud Platform

Chedk the components you want to install and unchedk the compaonents you don't want to
install, Click Install to start the installation.

Select components to install: [l Cloud SDK Core Libraries and Tools
Bundled Pythan

Cloud Tools for PowerShel
[ ] Beta Commands

Description
Position waur mouse ovet a component bo see ks

Space required: 89.0MB description,

After it is successfully installed, click Next and then Finish, keeping the last two options checked
so that we can easily start using gsutil.

© 2017 Brent Ozar Unlimited®. For comments, questions, and the latest version free, visit: https://www.BrentOzar.com/go/gce



https://www.brentozar.com/go/gce

o Google Cloud SOK Setup |=]o] x |

) Google Cloud Platform

Google Cloud SDE has been installed!

« Back ” Mext = || Cancel

Completing Google Cloud SDK
Setup
Google Cloud SDE has been installed on your computer,

Click Finish to dose Setup.

[ Create Start Menu shortout
[« Create Desktop shortout

Google [V tart Google Cloud SDK Shell
CEGUd Platform [ Run 'gdoud init' to configure the Cloud SDK

| | Cancel
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A terminal window will appear and asks you to login. Type in Y and then hit enter. Sign into your
Google account and grant it access. | had to disable Enhanced Security Configuration in Server
Manager in order to use Internet Explorer (don’t judge me, it's what’s on the server).

=X gcloud init I;Ii“

Jelcome to the Google Cloud SDH?! Run "golowud —h" to get the list of availahle cof¥
mands .

Jelcome? Thiszs command will take you through the configuration of geclond.
our current configuration has been set to: [default]

ou can skip diagnostics next time by using the following flag:
gcloud init —skip—diagnostics

etwork diagnostic detectsz and fixes local network connection issues.

hecking network connection...done.
eachahility Check passed.
etwork diagnostic €1-1 checks} passed.

ou must log in to continue. Would wou like to log in <Y¥-/n>? _

Once you complete the login process, you are now authenticated and the command line tool is
notified.
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- | O X
° ) https://cloud.googl.. O ~ @ & 7 You are now authenticated ... THE g rol
™ Google Cloud Platform Q  Search | ]

Why Google Products Solutions Launcher Pricing Custa >

You are now authenticated with the Google
Cloud SDK!

Contents
Information about command-line tools and client libraries
Tutorials

Feedback

The authentication flow has completed successfully. You may close this window, or check out the resources below.

Information about command-line tools and client libraries P

x .

ot e e

ou are logged in as: [taral@brentozar.coml.

ick cloud project to use:
[1] always—on—availability—group

[2] zglenterprizeimages

leasze enter numeric choice or text value Cmust exactly match list
item}:

Type in the name of your project and then hit Enter.

ou are logged in as: [tara@brentozar.coml.

ick cloud project to use:

[1] always—on—availability—group

[2] sglenterpriseimages

leasze enter numeric choice or text value Cmust exactly match list
item?»: always—on—availability—grou

Type Y to configure GCE.

our current project has been set to: [always—-on—availability—groupl.

Do vou want to configure Google Compute Engine
Chttps:/“cloud.google.comscompute} settin Yrnd?

Type in your zone’s numeric choice value or 19 if you don’t want to set a default zone.
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B Administrator. Command Prompt - gcloud init M

Jhich Google Compute Engine zone would you like to use as project
efault?
If vou do not specify a zone via a command line flag while working
with Compute Engine resources, the default iz assumed.

[1] asia—eastl-a

[2] asia—eastl-h

[3] asia—eastl—c

[4] azia—northeastl-a

[5]1 asia—northeastl-h

[6]1 asia—northeastl—c

[7] enrope—westl—c

[8]1 europe—westl-h

[?]1 europe—westl—d

[18]1 us—centrall—f

[11] us—centrall-h

[12]1 wus—centrall-c

[13] us—centrall-a

[14] us—-eastli—d

[15] us—eastl-c

[16] us—eastli-h

[17] us—westl-h

[18] us—westl-a

[1?]1 Do not set default =one

leasze enter numeric choice or text value Cmust exactly match list
item):

| chose not to set it. In the next screen, type in your region’s numeric choice value or 7 if you
don’t want to set a default region.

Jhich Google Compute Engine region would you like to use as project
efanlt?
If vou do not specify a region via a command line flag while working
gith Compute Engine resources, the default iz assumed.

[1] asia-eastl

[2]1 asia—northeastl

[3]1 enrope—westl

[4] us—centrall

[5] us—eastl

[6] us—westl

[?]1 Do not set default region

lease enter numeric choice or text value Cmust exactly match list
item):

| chose not to set it. You are now ready to use gsutil - or at least, gsutil is ready for you. You
might still need a little book-reading first.
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=N Administrator: Command Prompt

leasze enter numeric choice op text value (must exactly match list
?

.boto configuration file at [C:sUsersstaras_botol. See this fi

[https: 7 clowd.google.coms/storagesdocs gsutil-commandsconfigl] for more
information about configuring Google Cloud Storage.
our Google Cloud SDK is configured and ready to use?

Commands that require authentication will use taralbrentozar.com by default
Commands will reference project ‘always—on—availability—group’® by default
gcloud help config® to learn how to change individual settings

his gcloud configuration is called [default]l. You can create additional configu
Hatigns if you work with multiplg accounts andsor projects.
gclouwd topic configurations™ to learn more.

Some things to try next:

Bun ‘gcloud ——help'® to see the Cloud Platform services you can interact with.

And run “gcloud help COMMAND® to get help on any gcloud command.
Bun ‘gcloud topic -h' to learn about advanced features of the SDE like arg fil

ez and output formatting

sMindowsssystemd2 >

To see a listing of the files in the storage bucket, use gsutil Is.

Synchronizing the Backup Folders with Rsync

sMindowsssystemd2 >

To copy the contents of a folder, use gsutil rsync. (Rsync is a utility for keeping files in sync
across different systems. It’s not exactly known for its ease of use or bulletproof reliability, but it

works well enough for our evil purposes here.)

ssMindowsssystemd2rgsutil rsuync —d —» C:iSNTenpnLOG gs:-/~log_shipping_bhackup-LOG~

Building synchronization state...

Starting synchronization

opying file://C::\TempsLOGuMew Text Document.txt [Content-Tuype=textsplainl._.
[@B files1L 8.8 B- 8.8 Bl
[1 file=s1L 8.8 Br 8.8 Bl

Operation completed over 1 objects.

ssMHindowsssystemd2 >

Now time to automate it. We need to be able to push files without manually having to
authenticate, so we need to setup a service account to authenticate.

In the GCE dashboard, click Manage project settings in the project box.
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© Project: Always-On-Availability-
Group

ID: always-on-availability-group (# 139779191381)
=> Manage project settings

Click Service accounts.

6 |AM & Admin

e All projects

+®  |AM

[m] Quotas

o3 Service accounts

> Labels

@  GCP Privacy & Security
& Settings

You can create a new service account or use an existing one. Over on the right for the service
account, select Create key after clicking on the dots.

Use JSON for the Key type and then click CREATE.
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Create private key for "App Engine default service account”

Key type
@ JSON

P12

CANCEL CREATE

The file is now downloaded to the computer where you are accessing the GCE console. Copy
the file to the primary server and then run gcloud auth activate-service-account, passing in the
service account and JSON file.

gcloud auth activate-service-account
always-on-availability-group@appspot.gserviceaccount.com --key-file
C:\Temp\Always-On-Availability-Group-0e2476b69c5e.json

sProgram Files (xB6>“Google“Cloud SDK“google—cloud—-sdksbhin*gcloud auth activat
e—service—account always—on—availability—groupfappspot.gserviceaccount.com —key
file C:xTemp~Always—On—Availability—Group—Be2476b6?c5e. json

ctivated szepvice account credentials for: [always—on—availabhility—groupfappspot
gserviceaccount.com]

wProgram Files (x86)2“Google~Cloud SDKwgoogle—cloud—sdk-hin>

Run gsutil rsync to create the folders and copy the initial set of files.

gsutil rsync -d -r D:\MSSQL\Backup gs://log_shipping
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B Administrator; Command Prompt

»Program Filez (x86>“Google~Cloud SDHsgoogle—cloud—-sdkshin*gzutil »sync —d —»
D:~M55QL~Backup gs://log_shipping/
Building synchronization state...
Starting synchronization

opying file: /D MSSQLMBackup~SQL2@816PROD1ANLogShipMe FULL-5QL2ZA16PROD1A_LogShi
pMe _FULL_28178112_205%214_bak [Content-Type=applicationsoctet—streaml...

[@ files1L a.8 B 2.7 MiB1

[1 files1[L 2.7 MiBr 2.7 HMiBl

opying file:- ~D:*MSSQL~\Backup~SQL2816PROD1IALogShipMe s LOG-SQL2A16PROD1A_LogShip
e_LOG_20178112_205224 . trn [Content-Type=applicationsoctet—streaml...

[1 files1[ 2.7 HiB- 2.8 HiBl

[2 files]1[ 2.8 MiBr 2.8 MiBl

opying file: »D:*MSSQL~\Backup~5QL2A816PROD1IANLogShipMe LOG-SQL2A16PROD1A_LogShip
e_LOG_20178112_205588.trn [Content-Type=applicationsoctet—streaml...

[2 files]1[ 2.8 HiB-r 2.9 HiBl

[3 files1[ 2.9 MiBr 2.9 HMiBl

opying file: D= MSSQL~\Backup~5QL2A816PROD1IANLogShipMe LOG-SQL2A16PROD1A_LogShip
e_LOG_20178112_218008.trn [Content-Type=applicationsoctet—streaml...

[3 file=s1[ 2.9 HiB- 3.8 HiBl

[4 files]1[ 3.8 MiB- 3.8 MiBl

==» MOTE: You are performing a sequence of gsutil operations that may
pun significantly faster if you instead uwse gsutil —m —o ... Please

ee the —m section under "gsutil help options" for further information
hout when gsutil —m can bhe advantageous.

opying file: - »D:~MSSQL~Backup~5QL2816PROD1IALogShipMe LOG-SQL2A16PROD1A_LogShip
e_LOG_20178112_2108588.trn [Content-Type=applicationsoctet—streaml...

[4 files]l[ 3.8 HiB- 3.8 HiBl

[5 Ffiles1[ 3.0 MiB/ 3.8 HMiEl
opying file: - »D:~MSSQL~Backup~5QL2816PROD1IALogShipMe ~LOG-SQL2A16PROD1A_LogShip
e_LOG_20178112_211000.trn [Content-T licationsoctet—streaml]...

Automating Rsync with a SQL Server Agent Job

Create a job to push the LOG backups to the storage bucket.
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|S'_mc LOG Backups to the Cloud

2 Notifications 3 |5E|
ﬁ Targets

| [Uncategorized (Local)]

No description available |

Server:
SQL2016PROD1A

Connection: Source: |
lab'tara

H7 View connection properties Created: 1/12/2017 7:18:14 PFM

[¥| Enabled

o Last modffied: |1/12/2017 8:56:25 FM
Progress

Last exscuted: [1/12/2017 8:44:31 PM

Wiew Job History

For the job step, use Operating system (CmdExec) as the Type. Add the gsutil command and
then click OK.

"C:\Program Files (x86)\Google\Cloud SDK\google-cloud-sdk\bin\gsutil.cmd" rsync -d -r
D:\MSSQL\Backup\SQL2016PROD1A\LogShipMe\LOG\
gs://log_shipping/SQL2016PROD1A/LogShipMe/LOG/
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ﬁ 8 Seript + [ Help

2 Advanced

Step name:
=

Type:
|Dpemting system (CmdExec)

Bun as:
|SQL Server Agent Service Accournt

Process exit code of & successful command: I:l

"C:\Program Files {<86)\Google\Cloud SDK'\google-cloud-sdk \bin\gsutil |

Server:
SQL2016PROD1A

Cannection:
lab'tara

!@ Wiew connection properties

[<] m

\y Tip: Enclose command names that cortain spaces in guotation marks. For example:
Progress "command name” <arguments:.

Click OK again to create the job. Note that | didn’t create a schedule. As the gsutil command will
fail if there are no files to copy over, it should be ran after the LOG backup job completes.

Add a job step to the LOG backup job and add an sp_start_job command to kickoff the job that
was just created.

EXEC sp_start_job @job_name = 'Sync LOG Backups to the Cloud'
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[ac] Job Step Properties - Start gsutil rsync job = -

Select a page =P - -
Scrpt = {3 Hel
4 General :_s L)j i
[ Advanced
Step name:

|Start gsutil rsync job |

Type:
| Transact-SQL script (T-SQL) v|
Bun as:
| v]
Database: | i » |
Command: EXEC sp_start_job @job_name = "Sync LOG Backups to the Cloud” -~
Select Al
Ciirerien
Server:
SQL2016PROD1A
T
lab'tara ang

3; View connection properties

Progress < 3
Ready

On the Advanced page, change the On success action to Quit the job reporting success and
then click OK. Modify the first job step’s On success action to Go to the next step and then click
OK. Click OK to complete modifying the LOG backup job.

Repeat this process for the FULL backups and DIFF backups if applicable.
1. Create a job to run the gsutil rsync command with no schedule
2. Modify the backup job to add a new step to kickoff the just-created job
3. Modify the On success action for both job steps.

Alternatively, you could add the gsutil command directly to the LOG backup job, but | prefer to
separate my jobs for ease of running them independently.
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Test out the backup jobs to ensure everything is working properly. You can use gsutil Is to see
which files and folders are now in the cloud.

gsutil Is gs://log_shipping/SQL2016PROD1A/LogShipMe/FULL

gsutil Is gs://log_shipping/SQL2016PROD1A/LogShipMe/LOG

na
Al
1
Al
1
Al
1
Al
1
1
/1

Now let’s look at setting this up when the backups aren’t stored locally but rather the backup
jobs are pointed at a network share.

Shipping Backups from a Backup Share Server

RDP to the backup share server and login with a service account.

Install Google Cloud SDK on the server where the backup share exists. Usually this is some
kind of file server that doesn’t have SQL Server installed.

You won't need to configure gcloud again as that’s at the account level and not the server level.
It was already configured from the work that was done on the primary server.

Test that gsutil is working properly.

gsutil Is gs://log_shipping

sMindowsssystemd22gsutil 1ls gs://log_shipping
gz =/ log_shipping-3QL2816PROD1AS

ssMindowsssystemd2 >
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Automating Rsync with Task Scheduler

Say you’re backing up to a network share hosted on a Windows box instead of locally on the
SQL Server. Either run through the above setup steps on the Windows box, or copy the JSON
file from the primary server to the backup share server and then run the gcloud auth
activate-service-account.

gcloud auth activate-service-account
always-on-availability-group@appspot.gserviceaccount.com --key-file
C:\Temp\Always-On-Availability-Group-0e2476b69c5e.json

sUWindowsssystem3d2 dgocloud auth activate—service—account always—on—availabhility-
grouplappspot .gserviceaccount.com ——key—file C:\Temp“Always—On—Availability—Grou
p—BeZ24P6bb?che . jzon

Activated service account credentials for: [always—on—availability—grouplappspot
.gserviceaccount.coml

ssMindowsssystemd2 >

Create a job to run gsutil rsync on a schedule. This time I'm going to use Task Scheduler since
the backup share server might not have SQL Server installed.

Right click on Task Scheduler and select Create Task.

L Task 5c
File Action View Help
“= E B

!-Z:FZI_Task Scheduler I[Ll:ucalj!-_- | |
b L@ Task Schedules Connect to Another Computer...

Create Basic Task...

| Create Task...

Import Task...
Display All Running Tasks
Disable All Tasks History

AT Service Account Configuration
Wiew 3
Refresh

Help

Give the job a name, have it use a service account that doesn’t need to be logged in and have it
run with the highest privileges.
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General |Triggers | Actions | Conditions | Settings |

Mame: |S],rnc LOG Backups to the Cloud

Location: \

Author: labitara

Description:

Security options
When running the task, use the following user account:

LABYswcS0L2016 Change User or Group...

() Run only when user is logged on
® Run whether user is logged on or not

[ | Do not store password. The task will only have access to local computer resources.

[ Run with highest privileges

[] Hidden Configure for: | Windows Vista™, Windows Server™ 2008

On the Triggers tab, click New.
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General | Triggers | Actions | Conditions | Settings |

When you create a task, you can specify the conditions that will trigger the task.

Trigger Details

Set it to run with the same frequency as the backup job that runs Indefinitely and then click OK.
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Begin the task: | On a schedule W |
Settings

O Onetime | Start: | 1/13/2017 @~ || 201:14PM [] Synchronize acrass time zones
® Daily

O Weekly Recur eveny: days

) Monthly

Advanced settings

[ | Delay task for up to (random delay): |'I hour

[w] Repeat task every: |5 minutes v | fora duration of: |[EEINEN v

[ ] Stop all running tasks at end of repetition duration

[ ] Stop task if it runs longer than: |3 days

, |

] Expire: | 1/13/2018 - | | %:01:14 PM !—;:2 [] Synchronize across time zones

[v] Enabled

ok || Cancel

The Details column is a little confusing as it shows that it’'ll run at 9:01pm, but it’s really going to
run every 5 minutes as long as it’s past 1/13/2017 at 9:01pm.
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General | Triggers |A.ctir.:-ns | Conditions | Settings |

When you create a task, you can specify the conditions that will trigger the task.

Trigger Details
At 201 PM every day - After triggered, repeat every 5 minutes in... Enabled

On the Actions tab, click New. Put gsutil.cmd and its path into the Program/script field and then
the rest of the command into the arguments field. Copy the path without the double quotes,
without the file name and without the final backslash (it was very picky) into the Start in field and
then click OK.

Program/script. "C:\Program Files (x86)\Google\Cloud SDK\google-cloud-sdk\bin\gsutil.cmd"
Arguments: rsync -d -r D:\Backups\SQL2016PROD1A\LogShipMe\LOG\
gs:/llog_shipping/SQL2016PROD1A/LogShipMe/LOG/

Start in: C:\Program Files (x86)\Google\Cloud SDK\google-cloud-sdk\bin
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You must specify what action this task will perform.

Action: |Starﬁ a program

Settings

Program,/script:
|"C:\Program Files (xsa}xsuogrexcroudSDmgmgte-cfoud|| Browse.. |

Add arguments (optional): |FSHHC -d -r D:‘-.,Eackups‘-ﬁ|

Start in (optional): | Ch\Program Files (x38)\G |

Click OK to create the job.
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| General | Triggers | Actions |Cﬂnditim'|s | Settings |

When you create a task, you must specify the action that will cccur when your task starts.

Action Details
Start a program "C\Program Files (x86)\Google\ Cloud 50K\ google-cloud-sdk\bin\gsutil.¢

Type in the service account’s password and click OK.

Enter user account information for running this task,

| LaBlsvcsQL2016 v| L]

Click OK again if you get a message regarding the Log on as batch job rights.
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Task Scheduler -

This task requires that the user account specified has Log on as batch job rights.
For more information about setting this policy, see the Task Security Context
topic in Help,

oK

If you did get that message, open Local Security Policy and navigate to Local Policies\User
Rights Assignment. Double click on Log on as a batch job and add the service account.

- Local Security Policy = | = -

File Action View Help

s 2E XE= HE

T Security Settings Policy ‘ Security Setting ~
I [4 Account Policies 1tz Enable computer and user accounts to be trusted for delega...
4[4 Local Policies i1 Force shutdown from a remote system Administrators
> Ca Audit Policy ] Generate security audits LOCAL SERVICE, NETWORK SERVICE
4 User B'ths assﬂgnment | Impersenate a client after authentication LOCAL SERVICE,NETWORK SERVICE, Administrators, SERVICE
i [Bg Security Options i) Increase a process working set Users,Window Manager\Window Manager Group
I [ Windows Firewall with Advanced Security 2 s g
= N T o :1) Increase scheduling pricrity Administrators
2 et\c\.ror 5 .a.nager olicies L Load and unlead device drivers Administrators
I> || Public Key Policies ik i
| Loc dges In memo =
I> || Software Restriction Policies ,'.:'«_ L R ry o R AR e =
b [ Application Control Policies il logonas a a jo erformance Log Users, lab\svc5Q ,Backup Operators,A... |
1| Log on as a service MNT SERVICEVALL SERVICES

'3 lg IP Security Policies on Local Computer

I [ Advanced Audit Policy Configuration 1| Manage auditing and security log Administrators
a 1] Modify an object label
el MGty Bimwiare ebitenmert valuest SAHlminel st S
< m bd

Repeat this process for the FULL backup copy job and the DIFF backup copy job if applicable,
making sure to change the paths in the command arguments and the schedule.

NOTE: Before creating the Task Scheduler jobs, | removed the job step from the backup jobs on
the primary server and redirected the backups to a network share.

An exercise left to the reader is to kick off the Task Scheduler jobs on the backup share server
from the primary SQL Server instance, if desired. PowerShell could be helpful here.

Next Steps Before Going Into Production
See, | told you copying files would be the hardest part.

If you’re going to do this in production, you'll also want to consider:
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Monitoring the storage bucket and your local folder to know when they’re out of sync
Monitor network utilization and copy job times - so you know if you're suddenly falling
behind, and file copies are taking too long

e Trend backup sizes to know when you’ll run into problems with your network bandwidth -
before it actually happens

This sounds like a lot of traditional systems administration work - and it is. If you’re going to use
Google Compute Engine as your disaster recovery site for SQL Server, you're probably going to
use it for other applications too. Use one standard set of sysadmin techniques to accomplish the
monitoring & trending tasks, and use those across all of your applications.

This is also why we like backing up to a file share, and then letting that file server synchronize
the file share up to your storage bucket. You can set up file shares for lots of applications, and

then let the sysadmins manage all of your disaster recovery file sync work in one place.

Don't call it a single point of failure, though. Managers hate that. Call it a single point of success.
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Failing Over to GCE

Now let’s simulate a disaster where you want to bring up a new server in GCE and restore the
database using the files in the storage bucket.

Creating a VM Using the Ul

From the GCP Dashboard, select Compute Engine in the Resources box.

Resources

E'E Cormpute Engine

3 instances

g Cloud Storage

2 buckets

Click CREATE INSTANCE.
B} CREATE INSTANCE

Give it a name, specify which zone it should be in and select the type of machine you want.

For Zone, build your SQL Server in the same zone as your storage bucket in order to maximize
file copy throughput and get back online faster.

Mame
bou-sqi1

Zone

us-central1-f
Machine type

4 vCPUs - 15 GB memaory Customize

Change Boot disk to a custom image by clicking Change and then either OS images or Custom
images, depending on your licensing.
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We will be using SQL Server 2016 on Windows 2016 with a 200GB SSD. (Smaller boot drives
run the risk of filling up due to Windows Updates, or that idiotic sysadmin you work with who
keeps saving ISO files to his desktop, not realizing that it goes to a folder on the C drive.)

Boot disk

—W Mew 10 GB standard persistent disk

(Y | Image
[ € )
ey Debian GMU/Linux 8 (jessie) Change
0S images Application images Custom images Snapshots Existing disks

Debian GWU/Linux B (jessie)
amdé4 built on 20016-12-15
Cent0S5 6

¥86_64 built on 2016-12-12
Cent0O5 7

¥86_64 built on 2016-12-12
Core0S alpha 1262.0.0
amdé4-usr published on 207 6-1
Core0S beta 1235.2.0
amdé4-usr published on 207 6-12-07
Core0S stable 1185.5.0

amdé4-usr published on 207 6-12-07
Ubumtu 12.04 LTS

amd&4 precise image built on 2016-12-05
Ubuntu 14.04 LTS

amd&4 trusty image built on 2016-12-13
Ubuntu 16.04 LTS

amd&4 xenial image built on 2016-12-21
Ubuntu 16.10

amd&d yakkety image built on 2016-12-05
Red Hat Enterprise Linux &

x86_64 built on 2016-12-12

Red Hat Enterprise Linux 7

x86_64 built on 2016-12-12

SUSE Linux Enterprise Server 11 SP4
x86_64 built on 2016-12-21

SUSE Linux Enterprise Server 12 SP2
¥86_64 built on 2016-12-14

Windows Server 2008 RZ

Server with Desktop Experience, x64 built on 2016-12-13

Windows Server 2012 R2

Server with Desktop Experience, x64 built on 2016-12-13
® Windows Server 2016

Server with Desktop Experience, x84 built on 2016-12-13

In this same screen, you'll configure the type and size of your SSD:
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Boot disk type Size (GB)
S5D persistent disk - 200

Expand Management, disk, networking, SSH keys and then select Networking.

Management, disk, networking, S5H keys

Specify the Network you created and which Subnetwork this VM should be in. Use a custom
unused Internal IP address with no External IP. (We're not going to expose this SQL Server to
the evil darkness that is the public Internet.) Enable /P forwarding.

Management Disks MNetworking SSH Keys

Metwork

wsfcnet -

Subnetwork

wsfocsubnet] -

Internal IP

Customn -

Internal IP address

10.0.0.14
External IP

Mone -
IP forwarding

On -

It's time to Create the instance.

ill be billed for this instance. Learn more

Create Cancel
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Creating a VM Using the Command Line

Use Google Cloud Shell to run the commands. The shell is available in the top right corner of
the page, or you can run it locally by installing the Google Cloud SDK. (Yes, it even runs on
other operating systems - Brent runs it on his Macs.)

First, create a disk and a Windows image with the guestOSFeatures enabled.

gcloud compute disks create windows-server-2016-disk --size 200 --zone us-central1-f --type
pd-ssd --image /windows-cloud/windows-server-2016-dc-v20161213

gcloud alpha compute images create windows-server-2016 --source-disk
windows-server-2016-disk --source-disk-zone us-central1-f --guest-os-features
MULTI_IP_SUBNET

Then create the VM using the image just created.

gcloud compute instances create bou-sql1 --machine-type n1-standard-4 --boot-disk-type
pd-ssd --boot-disk-size 200GB --image windows-server-2016 --zone us-central1-f --subnet
wsfcsubnet1 --private-network-ip=10.0.0.4 --can-ip-forward

Connecting to the VM

Create a local user and then RDP to the VM.

RDP | Create or reset Windows password
View gcloud command to reset password
Download the RDP file

Learn about Windows auth
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Set new Windows password

If the account already exists, resetting the password can cause the loss
of encrypted data secured with the current password, including files and
stored passwords. Learn more

Username

tara

CANCEL  SET

To RDP to a VM, you'll need to download the RDP file and then use that to connect. (Mac users

can open this file with the free Microsoft Remote Desktop app from the Mac App Store.)
Connect

ROP [ -] @

RDP  Create or reset Windows password

View gcloud command to reset password

RDP
Download the RDP file @

Learn about Windows auth

Note: If you restart the server, you'll need to download a new file since the external IP will have
changed.

Double click on the downloaded RDP file and use the local account you created to connect.

Configuring the VM

RDP to the VM and update all components to the latest version, such as .NET Framework and
then install SQL Server.

You may want to switch to a static IP, but the network part is left up to the reader. We are
focusing on SQL Server here.
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Add logins, jobs and anything else that is not stored inside the user database. You may want to
automate creating scripts for those and push them to the storage bucket too. That exercise is
left to the reader too.

Install Google Cloud SDK as we described earlier in the white paper.

Create a folder for the files that will be downloaded.

D:\Backup\SQL2016PROD1A\

-
Backup
SQL201EPRODT A

Download the files from the storage bucket. The -m option will allow it to download the files in
parallel, which is helpful here since we could be downloading a lot of files.

gsutil -m rsync -d -r gs://log_shipping/SQL2016PROD1A D:\Backup\SQL2016PROD1A\

E¥ Command Prompt . O X

util -m rsync -d -r gs

gshipMe/LO 2816PROD1A_LogShipMe LOG

6PROD1A/ LogShipMe/LO 16PROD1A_LogShipMe LOG
2016PROD1A/ hipMe/LOG, 2616PROD1A_LogShipMe_LOG_

ogShipMe/LO 16PROD1A_LogShipMe_LOG

hipMe/LOG/SQL2816PROD1A LogShipMe LOG

hipMe/LO 6PROD1A_LogShipMe LOG
hipMe/L0G/SQL2016PROD1A_LogShipMe LOG_

g _shippir 1ipMe/LO 16PROD1A_LogShipMe LOG

il = T

/log_shipping/SQL2016PROD1A/ hipMe/L0G 16PROD1A_LogShipMe LOG

r_shipping/SQL2616PROD1A/ hipMe/LOG, 16PROD1A_LogShipMe_LOG_

| = -

://flog shipping/SQL2816PROD1A/LogShipMe/LO
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B Select Command Prompt i O %
.-"'lI:Ig_EI'_Ii[:I[:Iir wE_LlBlE:PF-‘I:Dl»'l. ipM 0 0 I'_Ii[:lr"‘.E_L'::EI

g_shipping/SQL2816PROD1A/ ipMe/ 16PROD1A_ hipMe LOG_2€
g shippin )L 26 0D1A/ ipMe/LO Q 0D1A hipMe_ LOG

g shipping/sQ ipMe/L0G/SQL2016PROD1A_ LogShipMe LOG 2
g shippin : R0D1A/ ipMe/ SPRODLA_ Lt

g_shippin ipMe/ PROD1A_L«

g_shipping/SQL2016PROD1A/ PROD1A_LogShipMe_LOG

flog_shipping/SQL2816PROD1A/ ipMe/LOG/SQL2816PROD1A hipMe LOG

g shipping/SQL2816PROD1A/ ipMe/LOG/SQL2816PROD1A hipMe LOG 2€
6PROD1A/ ipMe/ Q 6PROD1A_LogShipMe LOG
2016PROD1A/ LogShipMe/L0G/SQL2016PROD1A_LogShipMe_LOG
6PROD1A/ ipMe/ A LogShipMe LOG
6PROD1A_lLogShipMe

1.3 MiB/s ETA ©0:00:00

Restoring the Database

Create the DatabaseRestore stored procedure, which will be used to restore the database.

DatabaseRestore was originally written by Greg White who used Greg Robidoux’s base code
from an article on MSSQLTips. It assumes you are using Ola Hallengren’s DatabaseBackup
stored procedure for your backups. It could be rewritten to handle other backup solutions
though.

We took Greg White’s code and made changes to it:

e Removed code that assumed that the FULL backups are copy-only backups

e Removed @BackupPath parameter and added @BackupPathFull and
@BackupPathLog in case the files are stored in different base paths
Removed @LogToTable parameter as it wasn’t used in the code
Added @RunRecovery and @ContinueLogs in case the user needed to restore more
LOG backups

e Changed the data types of the input parameters to match system data types or to use
the smallest data type
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e Added columns to the table variables that store the output of RESTORE FILELISTONLY
and RESTORE HEADERONLY since SQL Server 2016 has more columns in the output

e Added code to read the LSN information from the LOG backup and compare it to the
LSN from the newest FULL backup so that it doesn’t fail when it tries to restore a LOG
backup that is too early

e Added code to read the LSN information from the restored database and compare it to
the LSN from the LOG backups when @ContinueLogs = 1 so that it can figure out which
LOG file to restore and not throw an error for the LOG backups that were already
restored

e Cleaned up the code to have consistency between upper and lower cases of variables

DatabaseRestore may fail if not using SQL Server 2016 due to the extra columns that were
added to @Headers and @FileListParameters.

Parameters:
@Database NVARCHAR(128) - name of the source database
@RestoreDatabaseName NVARCHAR(128), default=NULL - name of the restored
database, can leave off or set to NULL if the restored name will be the source
database’s name
@BackupPathFull NVARCHAR(MAX) - full path with ending backslash where the FULL
backups are stored
@BackupPathLog NVARCHAR(MAX) - full path with ending backslash where the LOG
backups are stored
@MoverFiles BIT, default=0 - whether or not you want to use a different location for the
database files than what was used on the source server, leave off or set to 0 if using the
same path as the source
@MoveDataDrive NVARCHAR(260), default=NULL - new location for the data file(s),
used when @MoveFiles=1
@MoveLogDrive NVARCHAR(260), default=NULL - new location for the log file, used
when @MoveFiles=1
@TestRestore BIT, default=0 - whether or not you are testing restores, if set to 1 then it
drops the database at the end
@RunCheckDB BIT, default=0 - whether or not you want it to run DBCC CHECKDB
after the restore, it assumes you are using Ola Hallengren’s DatabaselntegrityCheck
stored procedure
@ContinuelLogs, default=0 - whether or not you are continuing to restore logs after the
database has already been restored without recovering it
@RunRecovery BIT, default=0 - whether or not to recover the database (RESTORE
DATABASE WITH RECOVERY so that it is now usable)

If all files have been downloaded, execute DatabaseRestore to restore the database up to the
last downloaded LOG backup and then skip down to where it says “The database is now ready
for production usage.”
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EXEC dbo.DatabaseRestore
@Database = 'LogShipMe',
@BackupPathFull = 'D:\Backup\SQL2016PROD1A\LogShipMe\FULLY',
@BackupPathLog = 'D:\Backup\SQL2016PROD1A\LogShipMe\LOGY',
@ContinuelLogs =0,
@RunRecovery = 1;

[=IEXEC dbo.DatabaseRestore
@Database = 'LogShipMe’,
@BackupPathFull = \Backup\5QL2816PROD1A\LogShipMe \FULLY",
@BackupPathLog = 'D:\Backup\5QL2016PROD1A\LogShipt
@Continuelogs = @,
@RunRecavery = 15|

1e\LOGY," ,

100% -

L3 Messages
RESTORE DATABASE LogShipMe FROM DISK = 'D:\Backup‘SQLZ01€PROD1A\LogShipMe\FULL\SQLZ016PROD1A LogShipMe FULL 20170119 000001.bak' WITH NORECOVERY, REPLACE

Date and time: 2017-01-19 20:08:15
Command: RESTORE DATABASE LogShipMe FROM DISK = 'D:\Backup\SQL2016PROD12A%\LogShipMe\FULL)SQL2016PROD1A LogShipMe FULL 2017011S_000001 bak' WITH NORECOVERY, REPLACE

Processed 336 pages for datsbase 'LogShipMe’, file 'LogShipMe’ on file 1.
Processed 2 pages for database 'LogShipMe’, file 'LogShipMe_log' cn file 1.
RESTORE DATABASE successfully processed 333 pages in 0.182 seconds (14.473 MB/sec).
Cutcome: Succeeded

Duration: 00:00:01

Date and time: 2017-01-19 20:08:16

RESTORE LOG LogShipMe FRCM DISK = 'D:\Backup\SQRLZ016PROD1A\LogShipMe\LOGY\SQLZ016PROD12_LogShipMe LOG_20170115_000500_trn' WITH NORECOVERY

Date and time: 2017-01-15 20:08:18
Command: RESTORE LOG LogShipMe FROM DISK = "D:\Backup\SQL2016PROD1A\LogShipMe\LOG\SQL2016PROD1A LeogShipMe LOG_20170119_000500.trm" WITH NORECCVERY

Processed 0 pages for database 'LogShipMe’, file 'LogShipMe' on file 1.
Processed 2 pages for database 'LogShipMe’, file 'LogShipMe log' on file 1.
RESTORE LOG successfully processed 2 pages in 0.032 seconds {0.473 MBfsec) .
Cutcome: Succeeded

Duration: 00:00:00

Date and time: 2017-01-1% 20:08:1§

RESTORE LOG LogShipMe FRCM DISK = 'D:\Backup'SQL201&6PROD1A\LocgShipMe\LOGY\SQL2016PROD1A LogShipMe LOG 20170113 _001000.tzrn' WITH NORECOVERY

Date and time: 2017-01-15 20:038:1¢
Command: RESTORE LOC LogShipMe FROM DISKE = 'D:\Backup\SQL2016PROD1ANLogShipMe\LOG\SRL2016PR0D12E LogShipMe LOG_20170115_001000.tra’ WITH NORECOVERY

Processed 0 pages for database 'LogShipMe', file 'LogShipMe' on file 1.
Processed 2 pages for database 'LogShipMe', file 'LogShipMe_log' on file 1.
RESTORE LOG successfully processed 2 pages in 0.015 seconds (0.535 MB/sec).
Cutcome: Succeeded

Duration: 00:00:00

Date and time: 2017-01-19 20:08:16

RESTORE LOG LogShipMe FROM DISK = 'D:\Backup\SQL201&PROD1A\LogShipMe\LOGYSQL2Z016PRODIE LogShipMe LOG 20170115 001500.tra’ WITH NORECOVERY

Date and time: 2017-01-19 20:08:1&
Command: RESTORE LOG LogShipMe FROM DISKE = 'D:\Backup\SRL2016PROD1AM\LogShipMe)\LOG\SQLZ0O16PROD1A_LogShipMe LOG_20170119_001500.tra’ WITH NORECOVERY

Processed 0 pages for database 'LogShipMe’, file 'LogShipMe' on file 1.
Processed 1 pages for datebase 'LogShipMe’, file 'LogShipMe_log' on file 1.
RESTORE LOC successfully processed 1 pages in 0.015 seconds (0.130 MB/sec).
Cutcome: Succeeded

Duration: 00:00:01

Date and time: 2017-01-19 20:08:17

RESTORE DATAB; 1ly 0 pages in 0.254 seconds (0.000 MB/sec).

= Ca

1 [ System Databases
| 1 Database Snapshots

@ | J LegShipMe

¥

|

E

If instead the FULL backup and only some of the LOG files have been downloaded and you
want to get started on the restore, execute it with @RunRecovery=0.

EXEC dbo.DatabaseRestore
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@Database = 'LogShipMe',

@BackupPathFull = 'D:\Backup\SQL2016PROD1A\LogShipMe\FULLY',
@BackupPathLog = 'D:\Backup\SQL2016PROD1A\LogShipMe\LOGY',
@ContinuelLogs =0,

@RunRecovery = 0;

—JEXEC dbo.DatabaseRestore
{ipatabase = 'LogShipMe’,
@BackupPathFull = 'D:\Backup\5QL2@16PROD1A\LogShipte \FULLY ",
@BackupPathLog = 'D:\Backup'5QL2816PROD1AN\LogShipMe’\LOGY ",
@cContinuelogs = @,
@RunRecovery = @;

1% -

3 Messages
RESTORE DATABASE LogShipMe FROM DISE = 'D:\Backup\SQL201&PROD1&\LogShipMe\FULL\SQL2016PR0D1A_LogShipMe FULL_20170119_000001_bak' WITH NORECOVERY, REPLACE

Date and time: 2017-01-15 15:26:04
Command: RESTORE DATRBASE LogShipMe FROM DISK = 'D:\Backup\5QL2016PROD1A\LogShipMe'\FULLASEL2016FPRODIA LogShipMe FULL 20170115 000001 bak' WITH NORECOVERY, REPLACE

Processed 33§ pages for database 'LogShipMe', file 'LogShipMe' on file 1.
Processed 2 pages for database 'LogShipMe', file 'LogShipMe log' on file 1.
RESTORE DATABASE successfully processed 338 pages im 0.218 seconds (12.088 MB/sec).
Outcome: Succeeded

Duratien: 00:00:01

Date and time: 2017-01-19 19:26:05

RESTORE LOG LogShipMe FROM DISE = 'D:\Backuph3QL201&PROD1A\LogShipMe\LOG\SQLZO1EPRODIA LogShipMe LOE 20170115 000500.trn' WITH NORECOVERY

Date and time: 2017-01-19 19:26:08
Cormand: RESTCRE LOG LogShipMe FROM DISK = 'D:\Backup\SQL2Z016PROD1A\LogShipMe\LOGY\SQL2016PROD1A LogShipMe LOG_ 20170113 _000500.trm" WITH NORECOVERY

Processed 0 pages for dasabase 'LogShipMe’, file 'LogShipMe’ om file 1.
Processed 2 pages for database 'LogShipMe’, file 'LogShipMe log' on file 1.
RESTORE LOG successfully processed 2 pages in 0.04Z seconds (0.380 MB/sec) .
Cutcome: Succeeded

Dursticn: 00:00:00

Date and time: 2017-01-19 13:26:05

RESTORE LOG LogShipMe FRCM DISK = 'D:\Backup\SQLZ01&PROD1A\LogShipMe\LOG\SQLZ016PROD1A LeogShipMe LOG_20170115_001000.trn' WITH NORECOVERY

Date and time: 2017-01-19 13:26:0%5
Command: RESTORE LOG LogShipMe FROM DISKE = 'D:\Backup\SQLZ01€PROD1A\LogShipMe\LOG\SQLZ016PROD1A LogShipMe 10OG_201701135_001000.trm" WITH NORECOVERY

Processed 0 pages for database 'LogShipMe', file 'LogShipMe' on file 1.

Processed 2 pages for dasabase 'LogShipMe’, file 'LogShipMe_log' on file 1.
RESTORE LOG successfully processed 2 pages in 0.019 seccnds (0.462 MB/sec).

Cutcome: Succeeded

Duraticn: 00:00:01

Date and time: 2017-01-15 13:26:08

RESTORE LOG LogShipMe FROM DISK = 'D:‘\BackupSGL2016PRODLA\LogShipMe\LOG\SQL2016PRODIA LogShipMe LOG_20170115_001500.trn' WITH NORECOVERY

Date and time: 2017-01-19 1%:26:06&
Command: RESTCRE LOG LogShipMe FROM DISE = 'D:\Backup\SQLZ01&PROD1AM\LogShipMe\LOG\SQLZ016FROD1A LogShipMe LOG_20170113_001500.trn" WITH NORECOVERY

Processed 0 pages for database 'LogShipMe’, file 'LogShipMe’ on file 1.
Processed 1 pages for database 'LogShipMe’, file 'LogShipMe log' on file 1.
RESTORE LOC successfully processed 1 pages in 0.01€ seconds (0.122 MB/sec).
Cutcome: Succeeded

Durstion: 00:00:00

Date and time: 2017-01-15 13:26:0€

& [ Systemn Databases
@ @ Database Snapshots
= . LogShipMe (Restoring...)

If more files have been downloaded but there are still more to download, execute it again but
with @ContinueLogs=1.

EXEC dbo.DatabaseRestore

@Database = 'LogShipMe',
@BackupPathFull = 'D:\Backup\SQL2016PROD1A\LogShipMe\FULLY',
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@BackupPathLog = 'D:\Backup\SQL2016PROD1A\LogShipMe\LOGY',
@ContinuelLogs =1,
@RunRecovery = 0;

EXEC dbo.DatabaseRestore
@Database = 'LogShipMe’,
@BackupPathFull = 'D:\Backup\SQL2816PROD1ANLogShipMe \FULL",
@BackupPathLog = 'D:\Backup\SQL2816PROD1A\LogShipMe\LOGY ',
@Continuelogs = 1,
@RunRecovery =

100% -

_'_g Messages
Duration: 00:00:00
Date and time: 2017-01-1% 15:30:25

RESTORE LOG LogShipMe FROM DISKE = 'D:\Baclkup\SQLZO01&PROD1A\LogShipMe\LOGWSQLZO16PROD1A LogShipMe LOG 20170119 151000.trn' WITH NORECOVERY

Date and time:- 2017-01-1% 19:30:25
Command: RESTORE LOG LogShipMe FROM DISKE = 'D:\BackuphSQLZ01&PRODIAN\LogShipMe\LOC\SQLZ016PRODIE LogShipMe LOG 20170115 151000.trm' WITH NORECOVERY

DProcessed 0 pages for database 'LogShipMe', file 'LogShipMe' on file 1.
Processed 1 pages for database 'LogShipMe', file 'LogShipMe log' on file 1.
RESTORE LOE successfully processed 1 pages in 0014 seconds (0139 MB/ssc) .
Outecome: Succeeded

Duraticn: 00:00:01

Date and time: 2017-01-1% 19:30:2&

RESTORE LOG LogShipMe FROM DISK = 'D:\Backup'\SQLZ01&PRODI1AWLogShipMe\LOGYWSQLZO18PROD1A LogShipMe LOG 20170115 _151500_trn' WITH NORECOVERY

Date and time: 2017-01-1% 13:30:26&
Command: RESTORE LOG LogShipMe FROM DISE = 'D:\Backup\SQLZ016PROD1A\LogShipMe\LOG\SQLZ016DROD1A LogShipMe LOG 20170115 151500.trn" WITH NORECOVERY

Processed 0 pages for database 'LogShipMe’, file 'LogShipMe' on file 1.
Drocessed 1 pages for database 'LogShipMe’, file 'LogShipMe log' on file 1.
RESTORE LOG successfully processed 1 pages in 0.014 seconds (0.13% MB/sec).
Outcome: Succeeded

Duration: 00:00:00

Date and time: 2017-01-19 19:30:2&

RESTORE LOG LogShipMe FROM DISE = 'D:i\Backup“SQLZ01€PROD1AMLogShipMe\LOGYSQLZOLEPROD1A LogShipMe LOG 20170115 _152000.trn' WITH NORECOVERY

Date and time: 2017-01-1% 19:30:2¢
Command: RESTORE LOG LogShipMe FROM DISK = 'D:%Backup’\SQLZ01&PROD1AN\LogShipMe\LOG\SQLZ01&PRODIA LogShipMe LOG 201701135 _132000.trn' WITH NORECOVERY

Processed 0 pages for database 'LogShipMe’, file 'LogShipMe' on file 1.
Drocessed 1 pages for database 'LogShipMe’, file 'LogShipMe log' on fila 1.

RESTORE LOG successfully processed 1 pages in 0.020 seconds (0.097 MB/sec).

Outcome: Succeeded

Duration: 00:00:00

Date and time: 2017-01-1% 19:30:2&

RESTORE LOG LogShipMe FROM DISKE = 'D:hBackuphSQLZ01&PRODLANLogShipMe\LOGWSQLZO1EPROD1A LogShipMe LOG 20170113 152500.trn' WITH NORECOVERY

Date and time: 2017-01-1% 19:30:2§6

Command: RESTORE LOG LogShipMe FROM DISKE = 'D:%Backup\SQLZ01&6PROD1A\LogShipMe\LOG\SQLZ01&EPRODIA LogShipMe LOG 20170113 _152500.trmn" WITH NORECOVERY
Processed 0 pages for database 'LogShipMe’, file 'LogShipMe' on file 1.

Processed 1 pages for database 'LogShipMe’, file 'LogShipMe_leog' on file 1.

RESTORE LOC successfully processed 1 pages in 0.015 seconds (0.130 MB/sec).

Outcome: Succeeded

Duration: 00:00:00

Date and time: 2017-01-1% 19:30:2&

=R} Catabases
F [ System Databases
® [ Database Snapshots
# 1. LogShipMe (Restoring...)

When the last of the files have been downloaded, execute it a final time with @ContinueLogs=1
and @RunRecovery=1.

EXEC dbo.DatabaseRestore
@Database = 'LogShipMe',
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@BackupPathFull = 'D:\Backup\SQL2016PROD1A\LogShipMe\FULLY',
@BackupPathLog = 'D:\Backup\SQL2016PROD1A\LogShipMe\LOGY\',
@ContinuelLogs =1,
@RunRecovery = 1;

SIEXEC dbo.DatabaseRestore
[@Database = 'LogShipMe',
@BackupPathFull = 'D:\Backup\SQL2816PROD1AN\LogShipMe\FULLY ',
@BackupPathLog = 'D:‘\Backup\5QL2816PROD1A\LogShipMe\LOGY ',
@Continuelogs = 1,
@RunRecovery = 1;

00% -~
L _'_j Messages
RESTORE LOE LogShipMe FROM DISE = 'D:\Backup‘SQLZ01&PRODIA\LogShipMe\LOGYSQLZ01EPRODIA LogShipMe LOG 20170113 _193000.trn' WITH NORECOVERY

Date and time: 2017-01-13% 13:32:32

Command: RESTORE LOG- LogShipMe FROM DISK = 'D:Backup\SQLZ016PRODLANLogShipMe\LOG\SQLZ01&PRODIE LogShipMe LOG_20170113_1353000.trn" WITH NORECOVERY
Processed 0 pages for database 'LogShipMe', file 'LogShipMe' on file 1.

Processed 1 pages for datsbase 'LogShipMe’, file 'LogShipMe log’ on file 1.

RESTORE LOG successfully processed 1 pages in 0.044 seconds (0.044 MB/sec).

Cutceome: Succeeded

Duration: 00:00:00

Date and time: 2017-01-13 15%:32:32

RESTORE DATRABASE successfully processed 0 pages in 0.380 seconds (0.000 MB/sec).

=l R Databases
F 4 System Databases
& [ Database Snapshots
@ | J LogShipMe

The database is now ready for production usage.
Setup jobs to copy the backup files into the storage bucket.

"C:\Program Files (x86)\Google\Cloud SDK\google-cloud-sdk\bin\gsutil.cmd" rsync -d -r
D:\Backup\BOU-SQL1\LogShipMe\FULL\ gs://log_shipping/BOU-SQL 1/LogShipMe/FULL/

"C:\Program Files (x86)\Google\Cloud SDK\google-cloud-sdk\bin\gsutil.cmd" rsync -d -r
D:\Backup\BOU-SQL1\LogShipMe\LOG\ gs://log_shipping/BOU-SQL1/LogShipMe/LOG/
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Failing Back to the Primary Server

When you are ready to fail back to the primary server, you can failback with minimal downtime.
Who doesn’t like that? You can be the knight in shining armor.

The backups for the VM are already being copied to the storage bucket if you setup the two jobs
at the end of the last section, so you are ready to start downloading the backups and restoring
the database on the primary server.

Create the folders on the primary server where the backups will be downloaded to.

D:\MSSQL\Backup\BOU-SQL 1\LogShipMe\

—a Local Disk (D)
MSS0L
Backup
BOU-5CL1
LogShipMe

Download the FULL backup and all of the LOG backups thus far.

"C:\Program Files (x86)\Google\Cloud SDK\google-cloud-sdk\bin\gsutil.cmd" -m rsync -d -r
gs://log_shipping/BOU-SQL1/LogShipMe/ D:\MSSQL\Backup\BOU-SQL 1\LogShipMe\
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B Command Prompt

il.cmd” —m psync —d —» gs:/7/log_shipping/BOU-S5QL1-LogShipMe~ D:“MESQL“Backup~BOU
8QLi~LogShipMe™

i gs:/1log_shipping BOU-5QL1 LogShipMe -FULL-BOU-5QL1 _LogShipMe_FULL_281781
9_194559 . hak...
[8-35 files1I 8.8 B 8.3 HMiB1 @+ Don
opying gs://log_shipping/BOU- EQLi/LugEhlpHe/LOG/BOU SQL1_LogShipMe_LOG_28178119
1725808 . trn. ..
opying g=://log_shipping/BOU-5QL1 sLogShipMe - LOG/BOU-5QL1_LogShipMe LOG_20178119
172080 . trn. ..
[B-35 file=1L 8.8 B» 8.3 MiB1l @ Done
[B-35 files1L 8.8 B 8.3 MiB1 @ Done
opying g=:.log_shippingBOU-5QL1 #LogShipMe /FULL/BOU-SQL1_LogShipMe_FULL_281781
9_171532 hak...
[A-35 Files1L a.8 B 8.3 MiB1 A Done
opying gs=://log_shipping/BOU-5QL1 ~LogShipMe /LOG/BOU-5QL1_LogShipMe LOG_20178119
1738808 .trn. ..
[B-35 file=1L 8.8 B» 8.3 MiB1 @ Done
gggaag gz 7log_shipping-BOU-5QL1 sLogShipMe /LOG-BOU-5QL1_LogShipMe LOG_ 28178119
Ern...
gggéag gs:/1og_shipping BOU-5QL1 LogShipHe -LOG/BOU-5QL1d_LogShipMe_LOG_28178119
Ern...
[B-35 files1L 8.8 B 8.3 MiB1l @ Done
opying g=://log_shipping/BOU-5QL1 #LogShipMe - LOG/BOU-5QL1_LogShipMe LOG_20178119
174588 . trn. ..
[B.-35 file=s1L 8.8 B» 8.3 MiB1l @ Done

B Command Prompt

[17-35 files1L
[18.-35% files]1L
[18-35 files]1L
[12-35% files1L
[28-35 files]1L
[21.-35% files1L
[22-35 files]1L
[23-35 files1L
[24-35 files]1L
[25-35 files]1L
[26-35 files]1L
[27-35 files]1L
[28.-35% files]1L
[22-35 files]1L
[38-35% files1L
[31-35 files1L
[32-35% files]1L
[33-35 files1L
[34-35% files]1L
[34-35 files1L
[34-35% files1L
[35-35 files]1L

67?% Done
6%?% Done
2% Done
23 Done
% Done
83x Done
83x Done
g4 Done
86x Done
87« Done
88:x Done
89% Done
22% Done
?22% Done
23» Done
24 Done
26% Done
7% Done
28 Done
28 Done
29x Done 54.79 KiBrs ETA B0:00:008
B1 188 Done 54.% HKiB-sz ETA B0:08:008

==--1--1--1--F--EAELEA BN ELEN BN EL B BN B -1 -0 - R 1 [T,

[FLRILY LY N - R R LR LY Rl - -]

[==f==]==f==]=nfenfunffunle = fafun ===l
N

ol G o o G G ) G ) o i o o G L L L L G K

R R R R R AN R AN R R RN R R RN

Operation completed over 35 objects-sB.3 MiB.

slzersstaral

Create the DatabaseRestore stored procedure on the primary server and then run it to start
restoring the database without recovering it.

EXEC dbo.DatabaseRestore
@Database = 'LogShipMe"',
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@BackupPathFull = 'D:\MSSQL\Backup\BOU-SQL1\LogShipMe\FULLY\',
@BackupPathLog = 'D:\MSSQL\Backup\BOU-SQL 1\LogShipMe\LOG\
@ContinuelLogs =0,
@RunRecovery = 0;

—IEXEC dbo.DatabaseRestore
@Database = 'LogShipMe’',
@BackupPathFull = 'D:\MSSQL\BackupiBOU-SQL1%\LogShipMelFULLY',
fiBackupPathlog = 'D:\MSSQL\Backup\BOU-5QL1\LogShipMe\LOG\",
@iContinuelogs = @,
@RunRecovery = 8;

100% -

Messages

RESTORE DATRBASE LogShipMe FROM DISK = 'D:\MSSQL\Backup\BOU-SQL1\LogShipMe\FULL\BOU-SQL1_LogShipMe FULL_20170115_202153.bak' WITH NORECOVERY, REPLACE

Date and time: 2017-01-19 20:45:21

Command: RESTORE DATAR LogShipMe FROM DISK = 'D:\MSSQL\Backup\BOU-SQL1\LogShipMe\FULL\BOU-SQLl LogShipMe FULL 20170119 202153.bak' WITH NORECOVERY,

Processed 336 pages for database 'LogShipMe', file 'LogShipMe’ on file 1.
Drocessed Z pages for database 'LogShipMe', file 'LogShipMe_log’ on file 1.

RESTOREZ DATABASE successfully processed 338 pages in 0.040 seconds (66.015 MB/sec).
Outcome: Succeeded

Duration: 00:00:00

Date and time: 2017-01-15 20:45:21

RESTORE LOG LogShipMe FROM DISK = '"D:\MSSQL\Backup\BOU-SQL1%\LogShipMe\LOG4BOU-SQL1 LogShipMe LOG 20170113 202500.trm" WITH NORECOVERY

Date and time: 2017-01-1% 20:45:21
Command: RESTORE LOG LogShipMe FROM DISK = 'D:\MSSQL\Backup\BOU-SQL1\LogShipMe\LOG\BOU-SQL1_LogShipMe 1OG_2017011%_202500.trn' WITH NORECCOVERY

Drocessed O pages for database 'LogShipMe', file 'LogShipMe' on file 1.
Processed & pages for database 'LogShipMe', file 'LogShipMs_log’ on file 1.
RESTORE LOG successfully processed § pages in 0.0L8 seconds (2.604 MB/sec).
Outcome: Succeeded

Duraticn: 00:00:00

Date and time: 2017-01-1% 20:45:21

RESTORE LOG LogShipMe FROM DISK = '"D:\MSSQL\Backup\BOU-SQL1%\LogShipMe\LOG4BOU-SQL1l_LogShipMe LOG_20170113_202800.trm" WITH NORECOVERY

Date and time: 2017-01-195 20:45:21
Command: RESTORE LOG LogShipMe FROM DISK = 'D:\MSSQL\Backup\BOU-S{L1\LogShipMe\LOG\BOU-5QL1_LogShipMe LOG_20170115_202800_trn" WITH NORECCVERY

Processed 0 pages for database 'LogShipMe', file 'LogShipMe' on file 1.
Processed I pages for database 'LogShipMe', file 'LogShipMe_leg’ om file 1.
RESTORE LOC successfully processed 2 pages in 0.023 seconds (0.67% MB/fsec).
Outcome: Succeeded

Durasicn: 00:00:00

Date and time: 2017-01-19 20:45:21

RESTORE LOG LogShipMe FROM DISE = 'D:-\MSS5QL\Backup\BOU-SQL1%LogShipMe\LOG\BOU-SQL1 LogShipMe LOG_20170113_202300.trn' WITH NORECOVERY

Date and time: 2017-01-19 20:45:21
Command: RESTORE LOG LogShipMe FROM DISK = 'D:\MSSQL\Backup\BOU-SQL1\LcgShipMe\LOG\BOU-SQL1_ LogShipMe LOG_20170113_202300.tzn" WITH NORECOVERY

Processed O pages for database 'LogShipMe', file 'LogShipMe' con file 1.
Processed 2 pages for database 'LogShipMe', file 'LogShipMe_leg’ om file 1.
RESTORE LOE successfully processed 2 pages in 0.022 seconds (0.532 MB/sec).
Outcome: Succeeded

Duration: 00:00:01

Date and time: 2017-01-1% 20:45:22

# [ Systemn Databases
¥ @ Database Snapshots
# . LogShipMe (Restoring...)

[+

Leading up to the maintenance window, continue downloading the backups and running

DatabaseRestore to catch up on any LOG backups that have not yet been restored on the

primary server.

"C:\Program Files (x86)\Google\Cloud SDK\google-cloud-sdk\bin\gsutil.cmd" -m rsync -d -r

gs://log_shipping/BOU-SQL1/LogShipMe/LOG/
D:\MSSQL\Backup\BOU-SQL1\LogShipMe\LOG\

REPLACE
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=N Command Prompt

slzersstaraX"CisProgram Filesz (x862“\Google“Cloud SDEsgoogle—cloud—sdksbingsut N
il.cmd” —m vsync —d —» gs:/7log_shipping/BOU-5QL1 . LogShipMe - LOG» D:~MESQL“~Backup
BOU-5QL1~LogShipMe~LOG
Building synchronization state...
Btarting synchronization
opying g=://log_shipping/BOU-5QL1 ~LogShipMe /LOG/BOU-5QL1_LogShipMe LOG_20178119
203080 .trn. ..
opying g=://log_shipping/BOU-5QL1 ~LogShipMe /LOG/BOU-5QL1_LogShipMe LOG_20178119
283381 .trn. ..
[Br16 file=s1L 8.8 B 1.7 MiB1l @ Done
[B-16 files]L 8.8 B» 1.7 HMiB1 @ Done
opying g=://log_shipping/BOU-5QL1 #LogShipMe - LOG/BOU-5QL1_LogShipMe LOG_20178119
283188 .trn. ..
opying g=:.7log_shippingsBOU-5QL1 #LogShipMe /LOG/BOU-5QL1_LogShipMe_LOG_201768119
283481 .trn...
[Bs16 Files1L a.8 B 1.7 MiB1 A Done
[B-16 files1L 8.8 B 1.7 MiB1l B Done
gggéag gz 7log_shipping-BOU-5QL1 sLogShipMe /LOG-BOU-SQL1_LogShipMe LOG_ 28178119
Ern...
ggg%gg gs:/s71log_shipping/-BOU-5QL1 LogShipMe ~LOG-BOU-5QL1_LogShipMe LOG_2017811%
Ern...
[Bs16 files]L 8.8 B 1.7 HMiBE1l @ Done
[B-16 file=s1L 8.8 B 1.7 MiB1l B Done
ggg%gg gz:/*log_shipping/BOU-5QL1 /LogShipMe /LOG/BOU-5QL1_LogShipMe LOG_281760117
Ern...
ggg&gg gz :/7log_shipping-sBOU-5GL1 #LogShipHe ~LOG-BOU-5GL1_LogShipHe LOG_28178119
AP
[Bs16 files]l B.8 B» 1.7 HMiB1 @ Done b

o Command Prompt

gag%gg gz 1/ 1og_shipping/BOU-5QL1 s LogShipHe ~LOG-BOU-5QL1_LogShipHMe LOG 2017689119

Ern...
[Brs16 FileslL 8.8 B 1.7 HiBl B+ Done
[Br16 Files1L 8.8 B 1.7 HiBl B Done

ggg%gg ge: - log_shipping-BOU-S5QL1 ~LogShipMe LOG-BOU-5QL1_LogShipHMe LOG_20178119%

trn...

[Br16 Files1L 8.8 Br i » Done
[1-16 Files1[1688 .68 KiB~ i » Done
[2-.16 files1[Z216.8 KiB-~ » Done
[3-16 Files1[324.8 KiB~ » Done
[4-16 Ffiles1[432.8 KiB~ » Done
[5/16 Files1[648 .8 KiB~ ¢ Done
[6-16 Files1[648.8 KiB-~ » Done
[?#16 files1['756.8 KiB- #» Done
[8-16 Files1[864.8 KiB~ » Done
[P9-16 Ffiles1[272.8 KiB- i # Done
[18-16 files1L HiB~ i » Done
[11i-16 files]1l HiB~ i » Done
[12/16 files1L HiB.~ i # Done
[13-16 files]1l HiB~ i » Done
[14-16 files1L HiB.~ i » Done
[15716 files]1L HiB~ i 23x% Done
[16-16 files1L HiB.~ i i@@» Done

Pk o ko ok ok ok

Operation completed over 16 objects~s1_.7 MiB.

tsUsersstaral

EXEC dbo.DatabaseRestore
@Database = 'LogShipMe"',
@BackupPathFull = 'D:\MSSQL\Backup\BOU-SQL1\LogShipMe\FULLY',
@BackupPathLog = 'D:\MSSQL\Backup\BOU-SQL 1\LogShipMe\LOGY',
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@ContinuelLogs = 1
@RunRecovery = 0;

SIEXEC dbo.DatabaseRestore
fidatabase = 'LogShipMe’,
@BackupPathFull = 'D:\MSSQL\Backup\BOU-SQL1\LogShipMe\FULL\',
@BackupPathLog = 'D:\MSSQL\Backup\BOU-5QL1\LogShipMe\LoG\ ",
@Continuelogs = 1,
@RuNRecovery = le

100 % -

Messages

Cormand: RESTORE LOG LogShipMe FROM DISE = 'D:\MSSQL\Backup'BOU-S5QL1%LogShipMe\LOG\BOU-SQL1 LogShipMe LOG 20170115 204200.trn' WITH NORECOVERY

Processed 0 pages for datsbase 'LogShipMe', file 'LogShipMe' on file 1.
Drocessed 2 pages for datsbase 'LogShipMe', file 'LogShipMe log' on file 1.
RESTORE LOG successfully processed I pages in 0.01Z seconds (0.376 MB/sec).
Cutcome: Succeeded

Duration: 00:00:00

Date and time: Z017-01-1% Z1:21-57

RESTORE LOG LogShipMe FROM DISK = 'D:\MSSQLM\Backup\BOU-SQL1%LogShipMesLOG\BOU-5QL1_LogShipMe LOG_ 20170113 _204300.trn” WITH NORECOVERY

Date and time: Z2017-01-1% 21:21:-57

Cormand: RESTORE LOG LogShipMe FROM DISK = 'D:3ZMSSQLA\Backup\BOU-SQL1\LogShipMe\LOG\BOU-SQL1_LogShipMe LOG_Z0170113_204300.trn' WITH NORECOVERY
Drocessed 0 pages for database 'LogShipMe', file 'LogShipMe' on file 1.

Drocessed Z pages for database 'LogShipMe', file 'LogShipMe log' on file 1.

RESTORE LOG successfully processed Z pages in 0.013 seconds (0.301 MB/sec).

Cutcome: Succeeded

Duration: 00:00:01

Date and time: 2017-01-13 21:21:58

RESTCRE LOG LogShipMe FROM DISK = 'D:\MSSQLM\Backup\BOU-S5{L1\LogShipMe'\LOG\BOU-5QL1_LogShipMe LOG_201701153_204400.trn' WITH NORECOVERY

Date and time: 2017-01-1% 21:21:58

Cormmand: RESTORE LOG LogShipMe FROM DISE = 'D:WM3SQLA\Backup'BOU-3QL1%LogShipMe\LOG\BOU-SQL1_ LogShipMe LOG Z017011% Z204400.trn' WITH NORECOVERY
DProcessed 0 pages for database 'LogShipMe', file 'LogShipMe' on file 1.

Processed Z pages for database "LogShipMe’, file "LogShipMe log' om file 1.

RESTORE LOG successfully processed Z pages in 0.014 seconds (0.837 MB/ssec).

Cutcome: Succeeded

Duraticon: 00:00:00

Date and time: 2017-01-1% 21:21:58

RESTCRE LOG LogShipMe FROM DISE = 'D:\MSSQL\Backup\BOU-SQL1\LogShipMe\LOG\BOU-SQL1_ LogShipMe LOC_Z2017011%_204500.trn' WITH NORECOVERY

Date and time: 2017-01-13 21:21:58

Command: RESTCORE LOG LogShipMe FROM DISKE = 'D:\MISQLABackuphBOU-5QL1%LogShipMe“\LOG\BOU-S5QL1l_LogShipMe LOG 20170113 204500.trn’ WITH NORECCOVERY
DProcessed 0 pages for database 'LogShipMe', file 'LogShipMe' on file 1.

Processed Z2 pages for database 'LogShipMe', file 'LogShipMe log' on file 1.

RESTORE LOG successfully processed 2 pages in 0.012 seconds (0.376 MB/sec).

Cutcome: Succeeded

Duration: 00:00:00
Date and time: 2Z017-01-13% 21:Z1:58

# [ Systemn Databases
= [ Database Snapshoets
& . LogShipMe (Restoring...)

Once the maintenance window has started, on the GCE VM run the LOG backup job and then
the copy to the cloud job.

Download the latest backups on the primary server and then restore them with recovery.
"C:\Program Files (x86)\Google\Cloud SDK\google-cloud-sdk\bin\gsutil.cmd" -m rsync -d -r

gs://log_shipping/BOU-SQL1/LogShipMe/LOG/
D:\MSSQL\Backup\BOU-SQL1\LogShipMe\LOG\
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| Command Prompt

ssUzepsstarar"CanProgram Files <(xB6>“Google~Cloud SDEgoogle—c louwd—sdkxbin~gzsutji
il.cmd” —m psync —d —» gs:/7/log_shipping/BOU-5qQL1 - LogShipMe ~LOGs D:x\MESQL:~Backup
BOU-5QL1~LogShipMe“LOG"
Building synchronization state...
Starting synchronization
gfgigg gs:-s7log_shipping-BOU-5QL1 “LogShipMe #/LOG-BOU-5QL1_LogShipMe LOG_20178119
cEPN. -
[B-9 files1L 8.8 B-9272.8 HiB1 @ Done
ggg%gg gz:/*log_shipping/BOU-5QL1 /LogShipMe /LOG/BOU-5QL1_LogShipMe LOG_2017601179
Ern...
[B-7 files]1L 8.8 B-972.8 KiB1 @x Done
opying g=:.log_shippingsBOU-5QL1 #LogShipMe /LOG/BOU-5QL1_LogShipMe_LOG_2081768119
213581 .trn...
[B-7 files1L 8.8 B-972.8 KiB1 @+ Done
opying g=://log_shipping/BOU-5QL1 sLogShipMe - LOG/BOU-5QL1_LogShipMe LOG_20178119
213988 .trn...
[8-7 files1L 8.8 B-972.8 KiB1 @ Don
opying g=://log_shipping/BOU- SQLi/LugShlpHe/LOG/BOU 8QL1_LogShipMe_LOG_28178119
213280.trn...
[B-9 files1L 8.8 B-972.8 HiB1 @ Done
opying gs:/7log_shipping/BOU-5QL1 ~LogShipMe  LOG/BOU-5QL1_LogShipMe LOG_20178119
213880.trn...
opying gs=://log_shipping/BOU-5QL1 ~LogShipMe /LOG/BOU-5QL1_LogShipMe LOG_20178119
213788 .trn...
opying g=:/7log_shipping/BOU-5QL1 #LogShipMe /LOG/BOU-5QL1_LogShipMe _LOG_2681 78119
213681 .trn...
gggaag gs i/ 1log_shipping/BOU-5QL1 LogShipMe -LOG/BOU-5QL1_LogShipMe_LOG_28178119
Ern...
files1L 8.8 B-972.8 Ki » Done
files1L a.8 Bs972.8 Hi % Done
files1L 8.8 B-9272.8 KHi % Done
files1L 8.8 B-972.8 Ki ¥ Done
file=1[1088.8 KiB-972_8 Ki % Done
files1[216.8 KiB-972.8 Ki # Done
files1[324.8 KiB-972.8 Ki #* Done
files1[432.8 KiB-972.8 Ki » Done
files1[548.8 KiB-972.8 Ki # Done
file=1[648.8 KiB-972_8 Ki # Done
files1[756.8 KiB-972.8 Ki w Done
files1[864.8 KiB-972.8 Ki #* Done
file=1[972.8 KiB-972.8 Ki 1@@x Done

Operation completed over ? ohjectss272_8 KiB.

EXEC dbo.DatabaseRestore
@Database = 'LogShipMe"',
@BackupPathFull = 'D:\MSSQL\Backup\BOU-SQL1\LogShipMe\FULLY',
@BackupPathLog = 'D:\MSSQL\Backup\BOU-SQL1\LogShipMe\LOGYV',
@ContinuelLogs = 1,
@RunRecovery = 1;
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[FIEXEC dbo.DatabaseRestore

| fidatabase = 'LogShipMe’,
@BackupPathFull = 'D:\MSSQL\Backup\BOU-SQL1\LogShipMe\FULL\',
@BackupPathLog = 'D:\MSSQL\Backup‘\BOU-SQL1\LogShipMe\LOG\",
@continuelogs = 1,
@RunRecovery = 1;

100% -

Meszages

RESTORE LOG successfully processed 2 pages in 0.01& seconds (0.732 MB/sec).
Outcome: Succeeded

Duration: 00:00:00

Date and time: 2017-01-15 21:4€:15

RESTORE LOG LogShipMe FROM DISKE = 'D:i\MSSQLA\Backup\BOU-3SQL1\LogShipMe\LOG\BOU-3QL1 LogShipMe LOG 20170113 Z13800.trn’ WITH NORECOVERY

Date and time: 2017-01-1% 2Z1:46:1%
Cormand: RESTCRE LOG LogShipMe FRCM DISE = 'D:\MSSQL\Backup\BOU-5QL1\LogShipMe\LOG\BOU-SQLl_ LogShipMe LOG 20170115 213800._trn' WITH NORECOVERY

Processed 0 pages for database 'LogShipMe', file 'LogShipMe' on file 1.
Processed 2 pages for database 'LogShipMe', file 'LogShipMe log' on file 1.
RESTORE LOG successfully processed 2 pages in 0.01& seconds (0.73Z MB/sec).
Cutcome: Succeeded

Duration: 00:00:00

Date and time: 2017-01-13 21-46-13

RESTORE LOG LogShipMe FROM DISE = 'D:WMSSQL\BackuphBOU-5QL1%\LogShipMe\LOG\BOU-5QL1_LogShipMe LOG 20170115 213900.trn' WITH NORECOVERY

Date and time: 2017-01-13 Z1:46:13
Command: RESTORE LOG LogShipMe FROM DISK = '"D:\MSSQLABackup\BOU-SQL1\LogShipMe\LOGYBOU-SQL1_LogShipMe LOG_Z0170119_213500.trn" WITH NORECOVERY

Processed 0 pages for database 'LogShipMe', file 'LogShipMe' on file 1.
Drocessed 2 pages for datsbase 'LogShipMe', file 'LogShipMe_log' on file 1.
RESTORE LOG successfully processed 2 pages in 0.012 seconds (0.376 MB/sec).
Cutcome: Succeeded

Duration: 00:00:00

Date and time: 2017-01-19 Z1:46:1%

RESTCRE LOG LogShipMe FRCM DISE = 'D:WMSSQL\Backup\BOU-SQL1\LogShipMe\LOG\BOU-SQL1l_LogShipMe LOS_ 20170115 214000.trn' WITH NORECOVERY

Date and time: 2017-01-19 21:4&:13

Command: RESTORE LOG LogShipMe FROM DISK = '"D:\MSSQL\Backup\BOU-3QL1\LogShipMe\LOGYBOU-SQL1 LogShipMe LOG 20170113 214000.trn" WITH NORECOVERY
Processed 0 pages for database 'LogShipMe’, file 'LogShipMe' om file 1.

Drocessed ? pages for datsbase 'LogShipMe', file 'LogShipMe log' on file 1.

RESTORE LOGC successfully processed 2 pages in 0.012 seconds (0.97& MB/sec) .

Outcome: Succeeded

Duration: 00:00:00

Date and time: 2017-01-15 21:46:15

RESTORE DATRBASE successfully processed 0 pages in 0.222 seconds (0.000 MB/sec).

=N [atabases
& 4 System Databaszes
# [ Database Snapshots
# | J LogShipMe

The database is now ready for production usage on the primary server.

Once your testing is done, make sure you are still copying backups from the primary server into
the storage bucket and then delete the GCE VM, which can easily be done in the GCE UL.

(V] bou-sqli1 4w 5GB 10.0.0.4 104.154.56.152 RDP ~ :
bou-sql2 1 OP = Start
bou-sql3 1 B Stop

Reset

° de-windows 1 RDP ~

Delete @
New instance group
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Recap and What to Consider Next

In this white paper, we taught you:
e How to set up a storage bucket in Google Cloud
e How to sync your backups up to that storage bucket
e When disaster strikes, how to build a SQL Server and restore your backups using a cool
free open source script
e How to migrate back down on-premises after the disaster goes away

We call this Log Shipping 2.0 because like old-school transaction log shipping, it gets a good
copy of your backups in another location. It's more cost effective, though, because you don't
have to have a SQL Server up and running all the time in the cloud, restoring your backups.

If you want to be able to react to disaster faster and have less downtime, consider:

Using Log Shipping 1.0. Build the SQL Server up in GCE, and then leave it running full time,
restoring your log backups as they show up in your storage bucket. This is dramatically more
expensive, especially if your licensing doesn’t give you the ability to run a free SQL Server
instance up in GCE. It does reduce your downtime during a failover.

Scripting the stand-up process. Use tools like PowerShell to automate standing up an entire
SQL Server with your exact configuration requirements and kicking off the restore process.
Depending on the size of your backups, you might be able to get this down to a matter of
minutes. If you were really ambitious, you could integrate this with a cloud-based monitoring
system to watch your on-premises environment, and if it ran into problems, automatically trigger
your build-the-DR-site scripts.

Using a different HA/DR technology. SQL Server’s asynchronous database mirroring and
Always On Availability Groups are options up in the cloud, too. Your primary SQL Server could
be continuously streaming your delete/update/insert operations up to a hot standby up in the
cloud. Of course, the more ambitious you get with this, the more expensive it gets - both in
terms of 24/7 running cloud VMs, and also the sysadmin hours required to maintain the solution.

The first step in designing the right HA/DR solution is to ask your business to sit down with you
and define your recovery point objective (RPO) and recovery time objective (RTO). We've got a
helpful worksheet for that in our First Responder Kit, too.

If you'd like our help, we’d love to lend a hand:
e Our specialty, a 3-day SQL Critical Care® - https://www.brentozar.com/sql-critical-care/
e Email us at Help@BrentOzar.com, or on the web: https://www.brentozar.com/contact/
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